Manual de instalacao e utilizacao do Software/Ferramenta

Disciplina: Seguranca em Engenharia de Software

Software/Ferramenta: IntellilJ IDEA e Wireshark.

SOFTWARE

X Software / [0 Acesso on-line

[Pago / X N&o Pago
Infraestrutura:

Computador com acesso a Internet e Windows.

Descricdo do software:
e |IntelliJ IDEA: é um ambiente de desenvolvimento integrado escrito em Java para|

desenvolver software de computador escrito em Java, Kotlin, Groovy e outras
linguagens baseadas em JVM.

https://www.jetbrains.com/pt-br/idea/download/

e Wireshark : Software do tipo sniffer muito popular, sendo bastante utilizado por
profissionais de seguranca no monitoramento de redes corporativas.

https://www.wireshark.org/#download

ICligue agui e assista ao video com 0 passo a passo de instalacdo e acesse o manuall

de instalacdo.

PROCEDIMENTOS: INSTALACAQO, CONFIGURACAOQ E UTILIZACAO

Instalacéo IntelliJ IDEA

O primeiro programa a ser instalado € o IntelliJ IDEA, para isso, acesse 0 site a seguir:
https://www.jetbrains.com/pt-br/idea/download/ (Acesso em 20/10/2022)

Na pagina do Jetbrains, clique no link indicado e realize o download.



https://www.jetbrains.com/pt-br/idea/download/#section=mac
https://www.wireshark.org/#download

S IntelliJ IDEA

Download IntelliJ IDEA

System requirements

nstallation Instructions

Other versions

Fonte: elaborado pelo autor.

NiGz

Ultimate

enterprise development For JVM and Android

Community

development

Download exe ¥ <4+

30-day trial Free, open-source

IntelliJ IDEA IntelliJ IDEA Community Edition 0

Ultimate

Clique no arquivo que foi baixado e cligue em “Next”;

»

Fonte: elaborado pelo autor.

Em seguida, escolha o local de instalacao (é preferivel manter o local padréo) e clique em

“Next”.

I Intelli) IDEA Community Edition Setup

Welcome to IntelliJ IDEA Community
Edition Setup

Setup will guide you through the installation of Intelli] IDEA
Community Edition.

It is recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer.

Click Next to continue.

Cancel




I Intelli) IDEA Community Edition Setup

1J Choose Install Location
— Choose the folder in which to install IntelliJ IDEA Community
Edition.

Setup will install Intelli] IDEA Community Edition in the following folder. To install in a different
folder, dick Browse and select another folder. Click Next to continue.

Browse...
Space required: 1.2 GB
Space available: 361.6 GB
< Back Next > Cancel
Fonte: elaborado pelo autor.
Clique em “Next”;
Intelli) IDEA Community Edition Setup - X
1J Installation Options
= Configure your IntelliJ IDEA Community Edition installation

Create Desktop Shortcut Update PATH variable (restart needed)

[J32-bitlauncher [ ]64-bit launcher [[] Add launchers dir to the PATH

Update context menu

[[] Add "Open Folder as Project™

Create Assodations

[ .java [].groovy Okt [Okts

[C]pownload and install 32-bit JetBrains Runtime

< Back Next > Cancel

Fonte: elaborado pelo autor.

Clique em “Install”;




1% Intelli) IDEA Community Edition Setup

1J Choose Start Menu Folder
- Choose a Start Menu folder for the Intelli] IDEA Community
Edition shortcuts.

Select the Start Menu folder in which you would like to create the program's shortcuts. You
can also enter a name to create a new folder.

|

4G Mobile Hotspot A
Accessibility

Accessories

Administrative Tools

Android Studio

Chrome Apps

Figma, Inc

Git

Gluon

HP

JetBrains

LDPlayer4 v

< Back Install Cancel
Fonte: elaborado pelo autor.
Agora é s6 aguardar o término do processo.
Intelli) IDEA Community Edition Setup -
Installing
18 i ¢ . e
= Please wait while Intelli] IDEA Community Edition is being
installed.
Extract: kotlin-plugin.jar... 21%
< Back Next > Cancel

Por fim, finalize a instalagdo em “Finish”




Completing IntelliJ IDEA Community
Editiort}Setup

Your computer must be restarted in order to complete the
installation of Intelli) IDEA Community Edition. Do you want
to reboot now?

(O Reboot now

(® I want to manually reboot later

<Back | Fnsh | | Cancel

Fonte: elaborado pelo autor.

Pronto! Agora vamos instalar o Wireshark.

Instalagdo do Wireshark:

Acesse 0 site a seguir e escolha a versao mais adequada para o seu computador:
https://www.wireshark.org/#download (Acesso em 29/09/2022).

Escolha o arquivo de acordo com a configuracdo da sua maquina e realize o Download.

Cligue no arquivo que foi baixado e clique em Next;



https://www.wireshark.org/#download

| M Wireshark 3.4.8 64-bit Setup = X

Welcome to Wireshark 3.4.8 64-bit
Setu
2B

This wizard will guide you through the installation of
Wireshark.

Before starting the installation, make sure Wireshark is not
running.

Click 'Next' to continue.

=

Fonte: elaborado pelo autor.

Cligue em “Noted” para continuar a instalacao.

M Wireshark 3.4.8 64-bit Setup . X
License Agreement
Please review the license terms before instaling Wireshark 3.4.8 64-bit. ‘

Wireshark is distributed under the GNU General Public License.

This text consists of three parts: A

Part I: Some remarks regarding the license given in
Part II: The actual license that covers Wireshark.
Part III: Other applicable licenses.

When in doubt: Part II/III is the legally binding part, Part I is just
there to make it easier for people that are not familiar with the GPLv2.

v

This is not an end user license agreement (EULA). It is provided here for informational purposes

only.

< Back Noted > Cancel

Em seguida, clique em “Next”.




M Wireshark 3.4.8 64-bit Setup — b 4

Choose Components
Choose which features of Wireshark 3.4.8 64-bit you want to install. ‘

The following components are available for installation.

Select components to instal:
TShark
+-[¥] Plugins & Extensions
+- B Tools
Documentation

Description
Space required: 209.5 MB Install an offiine copy of the User's Guide and FAQ.
< e nce
Fonte: elaborado pelo autor.
Em seguida, clique em “Next”.
M Wireshark 3.4.8 64-bit Setup — X
Additional Tasks
Create shortcuts and associate file extensions. ‘

Create Shortcuts

[ wireshark Start Menu Item

Wireshark Desktop Ic
Wireshark Quick Launch Icon

Associate File Extensions
Associate trace file extensions with Wireshark

Extensions include Svw, acp, apc, atc, bfr, cap, enc, erf, fdc, ipfix, Icap,
mplog, out, pcap, pcapng, pklg, pkt, rf5, snoop, syc, tpg, trl, trace, trc,
VWI, WpC, and wpz.

= e

Fonte: elaborado pelo autor.

Em seguida, escolha o local de instalacdo e clique em “Next”.




M Wireshark 3.4.8 64-bit Setup - X

Choose Install Location
Choose the folder in which to install Wireshark 3.4.8 64-bit. é

Choose a directory in which to install Wireshark.

Destination Folder

[ C:\Program Files\Wireshark Browse...

Space required: 209.5 MB
Space available: 8.9 GB

<o cnce

Fonte: elaborado pelo autor.

Neste passo, deixe habilitado o campo de “Install Npcap” e cligue em “Next”.

M Wireshark 3.4.8 64-bit Setup - X
Packet Capture
Wireshark requires either Npcap or WinPcap to capture live network data. ‘

Currently installed Npcap or WinPcap version

Install
Install Npcap 1.31
(Use Add/Remove Programs first to uninstall any undetected old Npcap or WinPcap

Important notice
If your system has crashed during a Wireshark installation, you must run the command
'net stop npcap' as Administrator before upgrading Npcap, so that it doesn't crash again

Get WinPcap

Learn more about Npcap and WinPcap

<o e

Fonte: elaborado pelo autor.

Clique em “Install”.




# Wireshark 3.4.8 64-bit Setup - X

USB Capture
USBPcap is required to capture USB traffic. Should USBPcap be installed ‘
(experimental)?

Currently installed USBPcap version
Install
[J1nstall USBPcap 1.5.4.0

(Use Add/Remove Programs first to uninstall any undetected old USBPcap versions)

Important notice
In case of issue after instalation, please use the system restore point created or read
https://aithub.com/desowin/usbpcap/issues/3

Learn more about USBPcap

< Back Install Cancel
Fonte: elaborado pelo autor.
Aguarde a finalizag&o do processo
M Wireshark 3.4.8 64-bit Setup —
Installing
Please wait while Wireshark 3.4.8 64-bit is being installed. ‘

Extract: libwireshark.dll... 83%

Output folder: C:\Program Files\Wireshark
Extract: uninstall.exe

Extract: libwiretap.dll

Extract: libwireshark.dl... 83%

< Back rkx : Cancel

Fonte: elaborado pelo autor.

Durante a Instalacao, sera solicitado a instalacdo do Npcap. Neste caso, leia os termos de uso e

clique em “| Agree”.




(3 Npcap 1.31 Setup - X

License Agreement
Please review the license terms before instaling Npcap 1.31.

NMAP ORG

Press Page Down to see the rest of the agreement.

NPCAP COPYRIGHT / END USER LICENSE AGREEMENT

Npcap is 3 Windows packet sniffing driver and library and is copyright
(c) 2013-2021 by Insecure.Com LLC ("The Nmap Project”). All rights
reserved.

Even though Npcap source code is publicly available for review, it is

not open source software and may not be redistributed without special

permission from the Nmap Project. The standard version is also

limited to installation on five systems. We fund the Npcap project by v

If you accept the terms of the agreement, click I Agree to continue. You must accept the

agreement to install Npcap 1.31.
Gane

Fonte: elaborado pelo autor.

Nesta janela, n&o precisa marcar nenhuma opgéo, clique em “Install”

(7 Npcap 1.31 Setup —

Installation Options
Please review the following options before instaling Npcap 1.31

[JLegacy loopback support for Nmap 7.80 and older only. NOT recommended.
[CJRestrict Npcap driver's access to Administrators only

[[J support raw 802.11 traffic (and monitor mode) for wireless adapters

[ 1nstall Npcap in WinPcap API-compatible Mode

< Back m Cancel

Fonte: elaborado pelo autor.

Finalizando a instalacao, clique em “Next”




(& Npcap 1.31 Setup .

Installation Complete
Setup was completed successfully.

Completed E

Show details

< Back Next > Cancel

Fonte: elaborado pelo autor.

Depois clique em “Finish” que a instalacdo do Wireshark sera retomada.

(3 Npcap 1.31 Setup =
Finished
Thank you for instaling Npcap

Npcap has been installed on your computer.

Click Finish to close this wizard.

< Back Cancel

Fonte: elaborado pelo autor.

Finalizado o processo de instalagao, clique em “Next”.




M Wireshark 3.4.8 64-bit Setup =

| Installation Complete
Setup was completed successfully. l
Completed
Extract: rawshark.exe A

Extract: rawshark.html

Qutput folder: C:'\Prograr{,,gFﬂesh'u"."lreshark
Extract: mmdbresolve.htmi

Output folder: C:\Program Files\Wireshark
Extract: mmdbresolve.exe

Output folder: C:\Program Files\Wireshark
Extract: user-guide.chm... 100%

Extract: fag.html

Completed

Fonte: elaborado pelo autor.

E depois clique em “Finish”.

A Wireshark 3.4.8 64-bit Setup —

Completing Wireshark 3.4.8 64-bit
C~ Setup
Wireshark 3.4.8 64-bit has been installed on your computer.

Click Finish to close Setup.

[Jshow News

| Flsh |

Fonte: elaborado pelo autor.




Pronto! O IntelliJ IDEA e o Wireshark ja estdo instalados e ndo h4 mais nenhuma

configuracao adicional a realizar!

REFERENCIAS

IntelliJ. Disponivel em: https://www.jetbrains.com/pt-br/idea/download/ (Acesso em 20 out.
2022)
Wireshark. Disponivel em: https://www.wireshark.org (Acesso em 20 out. 2022)



https://www.jetbrains.com/pt-br/idea/download/
https://www.wireshark.org/

